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Förord 

Smart Built Environment är ett strategiskt innovationsprogram för hur samhälls-
byggnadssektorn kan bidra till Sveriges resa mot att bli ett globalt föregångsland som 
realiserar de nya möjligheter som digitaliseringen för med sig. Smart Built 
Environment är ett av 17 strategiska innovationsprogram som har fått stöd inom 
ramen för Strategiska innovationsområden, en gemensam satsning mellan Vinnova, 
Energimyndigheten och Formas. Syftet med satsningen är att skapa förutsättningar för 
Sveriges internationella konkurrenskraft och bidra till hållbara lösningar på globala 
samhällsutmaningar.  

Samhällsbyggnadssektorn är Sveriges enskilt största sektor som påverkar hela vår be-
byggda miljö, men den är fragmenterad med många aktörer och processer. Att 
förändra samhällsbyggandet med digitaliseringen som drivkraft kräver därför 
samverkan mellan många olika aktörer. Smart Built Environment tar ett samlat grepp 
över de möjligheter som digitaliseringen innebär och blir en katalysator för 
spridningen av nya möjligheter och affärsmodeller. 

Programmets mål är att till 2030 uppnå: 
• 40 % minskad miljöpåverkan i ett livscykelperspektiv för nybyggnad och 

renovering 
• 33 % minskning av total tid från planering till färdigställande för nybyggnad och 

renovering 
• 33 % minskning av de totala byggkostnaderna 
• flera nya värdekedjor och affärsmodeller baserade på livscykelperspektiv, 

plattformar samt nya konstellationer av aktörer 
 
I programmet samverkar programparter från näringsliv, kommuner, myndigheter, 
bransch- och intresseorganisationer, institut och akademi. Tillsammans nyttiggör vi 
den kunskap som tas fram i programmet.  

Cybersäkerhet för digitala processer inom Samhällsbyggnadssektorn är ett av 
projekten som har genomförts i programmet. Det har letts av KRESP Projektledning AB 
och har genomförts i samverkan med KTH Centrum för Byggeffektivitet och 
Surahammars kommun. 

Inom projektet har en förstudie genomförts bestående av en systematisk granskning 
och analys av cybersäkerhet kopplat till digitala modeller inom samhällsbyggandet.  

 

Rikard Espling 

Stockholm, 10 februari 2021 
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Sammanfattning 

Samhällsbyggnadsbranschen ansvarar för kritisk infrastruktur som är en viktig grund i 
vårt samhälle. Systemen integreras och centraliseras och med det ökar risken för 
sårbara attacker, intrång m.m. Därför behövs medvetandet öka och rutiner för att 
arbete med dessa frågor införs i vår bransch. 

En ökad användning av byggnader och infrastruktur ökar också behovet av effektivt 
och kostnadsfokuserat byggande, vilket digitaliseringen kan bidra med. En viktig källa 
till effektivisering är delning av information via gemensamma verktyg och kanaler. När 
kritisk information delas mellan många olika parter uppstår risker.  

Digitala arbetssätt och verktyg skapar sårbarheter särskilt vid hantering av känslig 
information. Detta är speciellt olyckligt i den snabbt växande cyberkriminaliteten där 
organisationer, medborgare och företag ständigt är måltavlor. Det personliga ansvaret 
och attityder är av avgörande betydelse för god cybersäkerhet. Det gäller oavsett om 
man uppträder i sin yrkesroll eller som privatperson. 

Inom projektet undersöktes cybersäkerheten utanför skyddsperimetern för 
digitaliseringsprocesser inom byggsektorn. Tillsammans med behovsägare kunde en 
hotbild formuleras och en protyp avseende en portal med riktlinjer och metoder 
utvecklas. Projektet är ett första steg till ökad kunskap om olika typer av brott inom 
Cybersäkerhet inom ramen för Smart Built Environment. Genom projektet har vi 
startat processen att uppmärksamma branschen kring säkerhetsrisker och 
sårbarheter, hitta och sprida kunskap för att minska riskerna samt formulera krav på 
Cybersäkerhet i projekt och förvaltning. Projektet har utgjort en förstudie med 
systematisk granskning och analys av aspekterna kopplade till cybersäkerhet.   
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Summary 

The public construction industry is responsible for critical infrastructure that is an 
important foundation in our society. The systems are integrated and centralized, 
thereby the risk of vulnerable attacks, intrusions, etc increases. Therefore, awareness 
needs to be increased and routines for working with these issues introduced in our 
industry. Increased use of buildings and infrastructure also increases the need for 
efficient and cost-focused construction, which digitalisation can contribute to.  

An important source of efficiency is the sharing of information via common tools and 
channels. When critical information is shared between many different parties, risks 
arise. Digital working methods and tools create vulnerabilities, especially when 
handling sensitive information. This is especially unfortunate in the rapidly growing 
cybercrime where organizations, citizens and companies are constantly being targeted. 
Personal responsibility and attitudes are crucial for good cyber security. This applies 
regardless of whether you perform in your professional role or as a private person.  

Within the project, we investigated cyber security outside the protection perimeter for 
digitization processes. Together with stakeholders, a threat model could be formulated 
and a prototype regarding a portal with guidelines and methods developed. The 
project is a first step towards increased knowledge about different types of cyber 
crime within the framework of the Smart Built Environment. Through the project, we 
have started the process of drawing attention to the industry around security risks and 
vulnerabilities. We also worked with finding and spread knowledge to reduce risks and 
formulating requirements for Cyber Security in projects and management. The project 
has been a preliminary study with a systematic review and analysis of the aspects 
linked to Cyber Security.  
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1 Introduction to the project 
The purpose of the project is to increase the sector capacity in cyber security by 
creating: 

• an overview of the current situation 
• a threat picture to increase understanding 
• a concrete proposal for a systematic approach i.e. a model for the sector to 

work with cyber security 
• a report that can be used to disseminate knowledge and providing insight 
• a foundation for future work 

The work was carried out in a tight process in close cooperation with stakeholders and 
users.  We developed knowledge in four work packages and held three open 
workshops. In the process we held biweekly meetings in order to steer the project in 
the best possible way. 

The results are presented in this report presenting the results we reached connecting 
to purpose stated above.  

Chapter two gives the overview into the sectors as well as the threats in connection 
with cyber security. Chapter three gives further knowledge and insight into cyber 
security and in a digitalized world. We are using a report from MSB called 
“Cybersäkerhet i Sverige – hot modeller, brister och beroende” as a base for examples 
of cyberattacks etc. We have found that this is a good way of referring to actual cases 
without exposing the involved parties publicly. 

Chapter four continues with a summary of knowledge and process in intelligence and 
security in order to be able to understand how we can combine these methods with 
our proposal for a sector wide systematic approach in Cyber security. Chapter five is 
an introduction to digital risk and intelligence cycle and process. 

In chapter six we present our proposal for an approach for the sector. Finally, we take 
our proposal into concrete uses cases in chapter seven. 

Chapter eight and nine is our summary and recommendation for next step and future 
work. 
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2 Introduction to the 
construction sector 

The construction and real estate sector are a complex market in many different 
aspects. This complexity has an impact in the security process and at the same time the 
complexity of the market has done that there are a large number of processes in place 
to secure efficiency, quality and work environment security which can be a very good 
ground to introduce new cyber security processes.  

It is not our ambition to present a deep and extensive view of the whole market in this 
introduction. Our aim is to highlight some aspects that we believe are relevant to 
introduce cyber security on the Swedish construction market. 

 

2.1 Generel aspects 
The size of the market is huge when it comes to turnover, resources (labor) and the 
length of projects and contracts: 

1. The construction market handles a large turnover every year in Sweden.  
2. There are mainly two different kind of projects/contracts:  

a. Infrastructure contracts: Normally big contracts for a large period of 
time. The projects are long and involve a large number of partners 
and people.  

b. Building contract: It might be contracts for housing or for industrial 
or commercial business of different types.  

3. Despite the size of the project one of the big characteristics of the construction 
market is the low margin in the projects: This is one of the reasons that 
process efficiency and digitalization as such are good contributors to the 
development of the market seeking better margins.  

4. Another important aspect of Swedish construction is the big impact of 
globalization in the market.  

a. Globalization has opened the doors to foreign companies running 
projects 

b. There is a big presence of foreign companies in the production phase 
of the projects as a way to increase efficiency, gather resources 
and/or reduce labor costs.  

5. The size and the length of the contracts make this market very appealing for 
criminal activities of different types: corruption, black labor, etc.  

a. Globalization means as well many new foreign players handling 
sensitive information in many projects.  

 

Conclusion:  The whole construction market has a huge complexity due to: 

• The size of the projects and the low margins that drives the market to find 
efficiency solutions in the management of projects and processes as well as in 
the continuously search of low-cost production related to labor.  
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• The number of contractors and subcontractors in the project is resulting in a 
large number of people being involved in the project in different phases and 
periods.  

• The variety of people and companies involved: During the last years many of 
those actors and people are from many different countries, with multiple 
backgrounds, culture and traditions. This means that there are many different 
players sharing information at different levels meaning that access to systems, 
databases, etc. is granted to all the parties in order to perform their work.  
 

2.2 Working processes in standardization 
The construction market has a long tradition of very well-defined process for projects 
due to standardization in Sweden. There is a common understanding of the most 
important aspects of the work and they way to carry out it.  

The whole market is based on standards agreed between all parties in the market: 
contractors, subcontractors, designers, and clients.  

• Those standards describe most of the works and the way to carry out them. 
This is the base for the major processes in construction projects.  

• But the standards cover not only the way of carry out the works but also the 
contracts between the different parties. Thera are a number of standard 
contracts for the different kind of works in the construction market.  
 

This unique way of handle the market makes it possible to have a common language 
for all the players in the market. This also makes it possible to run the construction 
projects in very similar manners using same main processes that are run through 
standard and regulated meetings:  

• Contract Management Process: This process is based on regular meetings 
defined by contract and with standard agenda. Those meetings cover all issues 
related to the contract, both standard and requirements of the specific project.  

o Roles and Authorities: As an important ground for the whole project 
the roles and authorities within the project are defined by all parties 
and it is documented by all parties.  

o Claims and discrepancies: all claims and discrepancies within the 
project are handled here for final decision before moving them to 
other process such as production, economy etc.  

• Economy Process: This process manages the financial aspects of the project 
such as costs, invoices etc. and it is based in internal processes and standard 
methodology and agendas for the meeting.  

o In this process the financial aspects of extra works, discrepancies and 
claims are handled.  

• Production Process: this process is as well based on regular meetings with 
standard agendas to secure production.  

• QEHS Proces (KMA): Those are three of the major processes in any 
construction project and are regulated as well within regular meetings with 
standard agendas: 

o Kvalitet (Quality) 
o Miljö (Environment) 
o Arbetsmiljö (Health and Safety) 
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It is remarkable that this standard is so well-known for all parties. Actually, when the 
market requires to introduce something new, as it was done with environmental 
aspects, the way of handling those requirements was to follow up the same structure 
and “common language”  

Those are the main processes within construction project management. These 
processes manage different aspects and delegate the responsibility and requirements 
all the way down to the workers. And this is an important aspect of the construction 
management: there is a wish, tradition and process to involve workers in 
responsibilities and processes.  

There is something in common for all the processes in the projects: Risk Management: 
The whole project management process is based on risk management which is a 
fundamental part of all the processes in the project, specially: Health & Safety, Quality 
and Environment among others.  

Conclusion:  The construction market is based on standards way of working that act as a 
common language from the top-down and down-top in the projects. This 
standardization covers: 

• Contracts: There are a set of contracts well known to all parties.  
• Methods of work: The methods of work create a standard language to describe 

requirements, works methods etc that are a common language for all parties.  
• Project Management: There is a common understanding of how to run and 

manage construction projects based on the common language for work and 
contracts.  

• Risk Management: This is present along all the activities in the projects which 
make risks discovering and management a fundamental ground in the 
construction market.  

• Design 
 

2.3 Digitalization in construction market  
It is a common believe that the construction market is not really advanced when it 
comes to digitalization and IT usage. We would like to state that the word believe is a 
one way to describe this fact.  

The reality seems to be quite different due to many specific requirements of this 
market as the following: 

• The construction projects have what we would like to call a distributed 
organization within a project. 

o First of all, there are different phases:  
 Planning and purchase of project design 
 Design phase 
 Planning and Purchase of production phase 
 Production phase 
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o Secondly, the participants in the different phases are not necessary 
the same. Normally they are different companies and people involved 
in the different phases.  

• The construction project has a role structure based on client, contractor, 
subcontractor and subcontractors to subcontractors etc.  

o This is a distributed organization when it comes to: 
 Roles 
 Authorities 
 Tasks 
 Place of work  
 Information requirements 

o This means that the information has to be gathered in different 
sources and distributed to different people.  

• The different phases and the role structure put a huge need on the distribution 
of the right information to the right person at the right time.  

o Information management is key to run this kind of projects in a good 
manner 

 This information management has to comply with some 
important aspects that already here will remind us of 
information security: accessibility, integrity and reliability of 
the data shares is key to maintain the standard way of 
managing projects in the construction market.  

o Document handling is quite and advanced feature in the construction 
management.  

 The functionality of a project is very much dependent on 
having the right information in the right document from the 
right sources.  

• The fact that standardization is very much spread along the whole project 
process makes it possible to use digitalization for quite a large number of 
processes: replacing paper with digital information solutions.  
 

For those reason among many others, we would like to say that construction market 
was a pioneer in digitalization of some of the standard processes as a way to increase 
efficiency and reduce costs for the projects. Among others:  

• All the GIS and BIM tools making data available for many different players.  
• The document management process has been digitalized between the 

different actors in the project securing: 
o Access to the right documents for many different actors 
o Version management 
o Managing digital version for different versions: from humans to 

construction machines.  
• Cloud solutions for project management: As a way to include all the partners 

in the projects cloud approach to digital tools for project management has 
been developed for a long time ago.  

• During the last years we have seen tools handling the gathering of information 
in the field supporting the QEHS process (KMA) in different ways.  
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Those are some examples when we can see the construction market being pioneer in 
the digitalization process even before it was known as digitalization. At the same time, 
we have not seen so many new business models based on a digitalized approach but 
with technologies such augmented reality etc. we will most probably see those things 
happening in the next years.  

Conclusion:  The construction market in Sweden has been a pioneer in the digitalization 
process as a way to increase efficiency creating digital project tools in the cloud and 
securing digital access and management of information such as drawings, contract 
documents etc.  

 

2.4 Aspects of information and Cyber Security in 
construction projects  

It is a fact that information and cyber security have a high presence in most aspects of 
the society. This presence in a daily basis has been growing in the construction market 
at the level of company with the introduction of standards such as ISO 27001 or LIS 
(Swedish variation of it focused on the public administration)  

An enormous effort has been done in many companies within the sector but at the 
same time it is a fact that this effort did not have a big impact in the construction 
projects. As it has been explained before the construction projects is project based, for 
design and production. As it is today Cyber Security is not a high priority in most of the 
projects within the construction market.  

In this chapter we want to mention some aspects to be considered especially in the 
construction market related to information and cyber security:  

• The information handled in construction projects can have a sensitive 
character as it can have a high security value for private purposes or country 
defense purposes. Some examples:  

o Drawings of buildings with alarm systems etc. 
o Drawings of critical infrastructure such as train network etc. 
o Data including configuration files of critical infrastructure elements 

such as train switches etc.  
o Computer control systems of buildings, security systems, critical 

infrastructure etc.  
o PII (Personal identifiable Information) of members of the project, 

suppliers etc. Data including CV, phone and mail addresses, 
certification and training courses etc. that can be used by malicious 
actors for different forms of attacks.  

• The data is exchanged between many different actors: 
o The buyer of the project, the contractor/s, subcontractor/s and 

subcontractors to subcontractors in different levels. 
o In most of the cases the cyber security control of the supply chain 

does not exist.  
• In many cases the distribution of the data is out of control:  

o In many cases there are four and five levels of subcontractors 
handling sensitive and even confidential information and from 
different countries.  
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o In cases of foreign contractors of subcontractors: sensitive data can 
leave the country and be shared to third parties without control.  

• The way access to systems and cloud services is granted in many cases are 
without control of the persons or even the credentials.  

• The level of Cyber Security awareness in the projects are in most of the cases 
low when it comes to: 

o Classification of information: confidentiality 
o Cyber awareness training for basic security concepts.  

• An important aspect for security is that the projects can last for a long period 
of time and companies and people precipitating in the projects will come and 
go at different stages.  

o This means that it is not so easy to maintain a level of cyber security 
along the whole project as people are changed often.  

 

Those are some of the aspects that impact the way cyber security should be handled in 
construction projects: starting with inventory and classification of information to the 
confidentiality and accessibility of the data at different stages of the project and for 
different participants 

Conclusion:  The complexity of construction projects that has been described before 
extends and has an impact on the way to handle cyber security. Therefore, traditional IT 
Security perimeter should be included but it is not enough to handle the requirements 
and particularities of construction projects.  

 

2.4.1 Example of data and information management in a 
construction project 
 

In this chapter we will use as an example a real construction project in Sweden to show 
how information and data management is handled in many projects.  

Some background information of the project: 

• The project is about civil works including construction of bridges, roads and 
trail tracks in Sweden.  

• The project budget is several millions SEK and the time schedule last for 
around three years.  

• The project uses standard contracts 
• The contractor is a foreign company using mostly foreign citizens for the 

management of the project.  
o This means that people in the project are based in Sweden but travel 

on a regular basis to their country to work in the project.  
o Many resources working in the project are located outside Sweden 
o There are third consultant companies working with the subcontractor 

on a daily basis in their headquarters that we might not be aware of  
o Many project members do not have a Swedish person number of a 

track record in Sweden.  
• In the project there are three documents and data repositories solutions 

containing contract documents, requirements and drawings for the project:  
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o One is a cloud service 
o One can be accessed using VPN, which credentials are distributed to 

the project members by the buyer as it will be explained later on  
o One is a cloud solution used by the contractor internally.  

• Information security or cyber security is no part of any requirement of the 
project, and it is not handled at all during the project.  

• The contractor handling all project data has not any ISO 27001 standard or 
similar. Actually, they do not have IT Security policies in place for their 
employees.  

• The data and information handled in the project could be considered as 
critical infrastructure as it covers country and local infrastructure: roads, train 
tracks and bridges etc. in contact with a big harbor and Swedish main South 
Rail Track.  

• The drawings are stored digitally but the project as well as a drawing-room at 
the entrance of the office with access to anyone visiting the office.  

 

The picture bellow shows how the access to data and information is handled within the 
project and how the data travel outside the country into different hands in different 
countries.  

 

  
Figure 1. A Swedish construction project: how data can “travel” to unknown hands 
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Before describing the process, we would like to explain some parts of the picture:  

 Information Security/IT Security; this box describes the data repository 
located inside the client IT security perimeter that can be accessed using VPN 
connections 

 Project Roles: Inside the client there is a project engineer handling all 
administration around the project including the credentials for users’ access 
to the repository system through VPN 

o On the contractor’s side there is a project engineer too asking for the 
access to all the project members from their side.  

 The contractor’s network is outside the buyer’s IT security perimeter and 
connect computers that are not participating in the project at all.  
 

Below is a description of the process step by step: 

1. The project engineer of contractor asks for permissions and credentials to the 
repository by sending following data from each user (no Swedish citizens): 
Mail address, phone number (foreign or Swedish number), Date of birth (as no 
Swedish person numbers are available) 

a. The phone number is used for 2FA purposes.  
b. Security questions to consider:  

i. How can we make sure that the mail is not an impersonation 
attack or that the mails and phone numbers on the list are 
right? It might be possible that one of the persons, credentials 
phone numbers etc are from a malicious actor.  

ii. Do we know the level of cyber security awareness of the 
users getting access to our systems? 

iii. Do we have any policies in place for the usage of the system 
and documents? 

2. A login and password, credentials, are sent to each user using the mail that 
was delivered. Instruction on how to download and install the VPN software is 
sent to the users.  

a. Security questions to consider:  
i. Have the new users attended any cyber security training 

covering policies for cyber security in the project? 
3. The users enter using the VPN connection and download documentation, as 

much as possible for work purposes to their local computers and their own 
company repository 

a. Security questions to consider 
i. Can we see who downloaded documents and which 

documents, and when? 
ii. Are there rules in place for the download of the documents 

and how to use them? 
4. Users travel to their home country to work during a period of time. The 

computers connected to an unknown network with the documentation in their 
hard drives:  

a. Security questions to consider  
i. Can the users bring and networks documents from the 

project to another country? 
ii. Do we know the level of cyber security and it-security of the 

company owner of the network? 
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iii. Do we know if they have a standard certification like ISO 
27001 or similar? 

5. Documents are distributed to people connected to the network for work 
purposes; get help, solve problems and use company knowledge and 
experience.  

a. Some of those employees are consultants from another country 
b. Security questions to consider:  

i. Do we have knowledge of all subcontractors and consultants 
that have access to the documentation? 

ii. Do we know how those companies work with security? 
6. The consultants download the documents and travel to their country to work 

at home for a period of time 
a. Security questions to consider 

i. Which countries are involved in the project, directly or 
indirectly? 

ii. Which data reach those countries and how? 
 

As we can see there are a number of questions, as the examples we showed in this 
chapter, that should be handled in some way within the projects. Those questions 
show the complexity for security purposes that construction projects have.  

As it has been discussed this complexity create uncertainties due to the lack of 
knowledge. The way to handle lack of knowledge, uncertainties and complexity in 
security is Risk Management: As we have seen before risk management is one of the 
key aspects and processes in construction projects and this risk awareness is the key 
for the introduction of cyber safety in the projects.  

 

2.5 Important conclusion of the construction marker 
for Cyber Security  

 
As we have shown in this chapter construction project have an inherent complexity 
that have an impact in any kind of cyber security work. Some are summarized below:  

• The distribution of data:  
o This is one of the biggest challenges as projects have many people, 

last for a long time and involved many companies at different levels.  
o One of the questions is: how long should the supply chain be that 

handles when it comes to cyber security? The normal answer is as 
long as the information distributed to that level is sensitive and might 
be a risk.  

• The low cyber training and awareness 
o Cyber Security is not an active part of the projects 
o Most of project members do not have a high level of cyber knowledge, 

training or awareness 
 A large number of project members from different 

companies, different backgrounds and different level of 
knowledge.  

• Many actors in the same project 



 
 

18 
 
 

CYBERSÄKERHET FÖR DIGITALA PROCESSER INOM SAMHÄLLSBYGGNADSSEKTORN 

o A large number of companies means a variety of ways to handle 
information security: 

 Different IT Security policies and rules 
 Different solutions for end point security, perimeter security 

etc.  
o Probably different ways of working with cyber risks and different 

methodologies.  
• Projects handle a huge amount of data 

o Most of the data will be of sensitive character for different purposes 
and useful for criminals in different ways.  

o There are a large number for tools to share files, data and project 
management processes.  

• Construction projects have some strengths that can be used for cyber security 
as well 

o Standardization in the way of working for the whole market.  
 This standard way has been used to introduce new aspects 

such as environmental and work safety issues.  
o There is a risk management conscience along the projects that involve 

all members at all levels.  
 

Those aspects could be used to do a SWOT analysis of the cyber security within 
construction projects, but we propose to summarize everything in the following 
Conclusion summary: 

Conclusion Summary: the best way to introduce Cyber Security in construction 
projects will be to use the strength of having a standard way of working and taking 
advantage of the risk management mentality in the projects by introduction Cyber 
Safety as a new component of the well-known KMA. In this way Cyber Security will be 
an active part of the projects based on requirements, standard ways of working and 
follow up including requirements on training and documentation.  
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3 Cyber Security in a 
digitalized world  

There is no doubt that the world has change dramatically during the last few years. It is 
not only a question of new technologies taking place in the life of human beings but a 
question of changing the game field for communication and interaction between 
people, business, countries etc. We are part of one of the biggest revolutions in the 
history: the information and digital revolution where the human creativity finds a 
place to shine with the unexpected in terms of new forms of communications, 
solutions, collaborations and even criminal activities.  

We are not afraid of state that the digital revolution means a big change to security as 
new security, threat, risk and vulnerability landscape has appeared due to the changes 
in the way of interaction and information exchange between people, business and of 
course projects. This change affects all form of human behavior including the 
construction market.  

In this chapter we describe how digitalization has changed the attack surface 
landscape and what this implies to the security process.  

 

3.1 Background 
The key element in any form of Information Security is to protect information, in any 
form the information can be stored, used, processed or communicated. It is a common 
believe that information security is about to protect information from unauthorized 
actors, also called confidentiality. This is true but not all the truth as there are other 
high relevant aspects that are included in the protection process of information. Those 
other aspects are integrity and availability.  

The three components of information security are 

1. Confidentiality:  Confidentiality in this context means that the data is only 
available to authorized parties. When information has been kept 
confidential it means that it has not been compromised by other parties; 
confidential data are not disclosed to people who do not require them or 
who should not have access to them. Ensuring confidentiality means that 
information is organized in terms of who needs to have access, as well as 
the sensitivity of the data. A breach of confidentiality may take place 
through different means, for instance hacking or social engineering. 

2. Integrity: Data integrity refers to the certainty that the data is not 
tampered with or degraded during or after submission. It is the certainty 
that the data has not been subject to unauthorized modification, either 
intentional or unintentional. There are two points during the transmission 
process during which the integrity could be compromised: during the 
upload or transmission of data or during the storage of the document in the 
database or collection. 
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3. Availability: This means that the information is available to authorized 
users when it is needed. For a system to demonstrate availability, it must 
have properly functioning computing systems, security controls and 
communication channels. Systems defined as critical (power generation, 
medical equipment, safety systems) often have extreme requirements 
related to availability. These systems must be resilient against cyber 
threats, and have safeguards against power outages, hardware failures and 
other events that might impact the system availability. 

Those define the three principles behind any kind of information security work. 
Those are even more important when it comes to digitalization processes in our 
time due to the fact that information exchange and making information more easily 
available used to be some of the most important principles of digital 
transformation. In other words, the need and requirement to secure confidentiality, 
integrity and availability of information are key to secure the quality of any 
digitalization process in any market or aspect of life. We need to secure those things 
in order to be rely on the quality outcome of digitalization. 

3.2 Concepts related to information security  
Before we move forward, we want to go through some concepts to make sure that the 
reader has the same understanding of some basic concepts related to this subject.  

3.2.1 Information Security and IT-security  
Those three concepts can be used in different ways and it might be that sometimes 
they are used in the same or similar manner depending on the context. This is due to 
the fact we are working in a quite new arena, that is in a developing phase as we learn 
more. We will try to bring some light to those concepts and differentiate between. 

Let’s start with the definition for Information- and IT-Security used by SS-EN ISO 
27000:2017 

• Information security: Protection of confidentiality, integrity and availability of 
information 

• IT-Security: Protection of confidentiality, integrity and availability of data 
stored in digital IT-Systems.  
 

Traditionally and for this document we will try to separate those two concepts in the 
following way: 

• Information Security: It is a systematic way of working aiming to secure 
confidentiality, integrity and availability of any kind of information and 
information sources managed within a project. This work is usually done 
following some kind of management system like the implementation of ISO 
27001 or LIS as well-known standards in the Swedish market. This work 
means to identify information sources and information, classify the 
information, policies, processes etc.  

• IT-Security: IT tools and systems, hardware and software, IT processes etc 
aiming to secure confidentiality, integrity and availability of data stored in 
digital IT systems. Traditionally this is done building and IT-Security 
perimeter around the digital systems, an IT Security Shield, to protect the 
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systems and data from attacks of malicious or non-desired actors.  
 

We want to differentiate those two terms to emphasize the fact that information 
security is not an IT department issue but is more a strategic process touching upon 
crucial aspects and process in an organization such as: Compliance, Security, Customer 
management etc. 

3.2.2 Cyber Security  
Cyber Security is quite a new concept if we compare with information- and IT-Security. 
As a young concept is not really mature and the definition is not really clear. This 
means that it can be used in different ways by different people and even in the same 
document it might have various meanings depending on the context.  

As an example of this we can see how the term cyber security is used in the Swedish 
national strategy for the area. Even in the name of the document uses cyber and 
information security: “Nationell Strategi för samhället informations- och 
cybersäkerhet”, Skr, 2016/17213. The reality is that even in this document sometimes 
cyber security is used as information security and sometimes as IT-security.  

In this document we try to use cyber security as a term including both information- 
and it-security. Sometimes it will be more related to information and sometimes more 
related to IT-security and in most of the cases it will be related to both.   

3.3 Information security development in the market  
There has been a development in the market to a more mature information security, in 
most of the cases this journey started implementing some IT-Security aspects in the IT-
Systems in order to protect the own IT environments of companies. The introduction 
of things like firewalls, IDS (Intrusion Detection Systems) etc was a reality in many 
organizations.  

As the information revolution developed it became clearer that a systematic approach 
to information security was needed and many organizations start the implementation 
of standards such as ISO 27001 or NIST (In USA) In Sweden an own 2variation” of the 
ISO 27001 has been developed especially in the public sector and it is called LIS.  

The standards aim to introduce and developed a systematic way of working to protect 
the confidentiality, integrity and availability of the information in an organization and 
are built around the risk concept. It is not our intention to describe the standards in 
this document, as they can be easily found. We would like to show a general 
methodology of the standards that can be seen as common for all of them in a general 
view applicable to all of them. 
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The process of working in a generic way is as described in the figure above:  

• Information Inventory: The first step should always be to find what has to be 
protected. In this case it is the inventory of information and data and their 
sources.  

• Information classification: The next natural step should be to classify the 
information depending on the level of confidentiality and sensitivity of the 
information.  

• Policies and Guidelines: As a result of this work an Information Security policy 
is created and many times some guidelines are created.  

• Risk Analysis: This is a key aspect of the whole work with the standards as the 
basic principle is risk. A risk analysis should be performed including 
information sources, It Systems and environments, humans, processes etc.  

o The whole idea of developing the risk analysis is to find out the 
vulnerabilities and the risks attached to them to be able to have a 
clear view of the treats and be able to manage the risks to minimize 
the threat picture.  

o In most of the cases the risk analysis is done from the inside - out, 
meaning that the start point is always the things we know from the 
inside of the organization. We want to point this because in the 
construction projects most of the players are in the unknown part, 
meaning outside our own perimeter, our own organization.  

• Risk Treatment Plan: With the Risk Analysis as start point a risk treatment 
plan is developed and implemented introducing KPI, IT solutions, processes 
etc to secure the information.  

• Follow up: The whole idea with systematic work is to be able to improve the 
results by following the risk treatment plan and its implementation and 
repeating yearly the risk analysis to modify what needs to be modified and 
improved the KPI’s.  
 

Some conclusions:  

1. The concept risk is key for the introduction of any kind of information security 
work at any level.  

2. The risk analysis performed for information security today are based on the 
things inside the own control, meaning from the inside – out: we make risk 

Information 
Inventory

Information 
Classification

Policies and 
Guidelines

Risk Analysys
Risk 

Treatment 
Plan

Follow up

Figure 2. Process view of information security standards 
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analysis of the known but in construction projects the unknown is the most 
common when it comes to information security as we have explained when we 
talk about its complexity.  

 

3.4 The security basics  
It is important to understand the generic basics principles for security and we believe 
that now it is a good time to do it. The security basics are not only related to cyber but 
to any kind of area of process where risks are relevant. In the construction market the 
concept of security and risk are very familiar in areas like quality, environment and 
work safety.   

Let’s start with a couple of generic definitions:  

• A vulnerability is a weakness or gap in our protection efforts.  
• Risk – The potential for loss, damage or destruction as a result of a threat 

exploiting a vulnerability 
 

Those definitions will help us to understand how to build security programs based on 
the following: Security is about being aware of vulnerabilities and risks in order to 
manage them with three different actions: Remove, Mitigate or Accept. 

 

 

This means that the key in security is the quality in the risk assessment as it will be the 
based to increase security. Traditionally risk assessments are done from the inside – 
out as we said before. This means that the normal way is to work with the assets and 
vulnerabilities that are known from the inside. Digital transformation requires to be 
capable to make risk assessments from the outside- in, the unknown, as information 
assets leaves the traditional perimeter and can be found outside.  

Once the risk matrix is done there are three possibilities to manage the risks within the 
risk-treatment plan: remove, mitigate or accept the risks. This process is always the 
same.  

So, let’s move forward to see how digital transformation has changed the security 
landscape for organizations.  

Risks

Remove Mitigate Accept

Figure 3. Risk Management: Basic Principle of Security  
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3.5 The impact of digital transformation in Cyber 
Security 

 

As we already said before digital transformation processes have dramatically changed 
some of the pillars of traditional information security. Mainly the idea of building 
protection fences with IT-Security solutions around information security systems and 
information sources became obsolete as the digitalization initiatives open doors to 
those fences. In most cases those doors are opening without giving many thoughts to 
security issues; we could say that more than opening doors to the security fences what 
digitalization does in many cases is to make holes to the fences. The questions are: 
How possible and easy is for any kind of cybercriminals to find and exploit those 
wholes? And how can we protect those wholes without stopping digital transformation 
achievements?  

Those are the answers we tried to answer in this project for the construction market, 
more especially for construction projects. Most of the digital transformation initiatives 
we have seen in construction projects aim to exchange information, drawings, 
documents etc easily between the different partners in a project by file sharing 
solutions etc.  

Before we move forward, we would like to introduce a central concept that we have 
used in this project. We call it the Digital Security Landscape. We use this concept to 
explain step by step the development of information security in time and the 
challenges that digital transformation brings to security. It is summarized in the 
picture bellow: 

 

 Figure 4. Digital Security Landscape. © Copyright Jiniba Business Development AB 2020 
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The picture shows the different security rings for a company starting from the dark 
blue circle in the middle to the outside we will find the following:  

1. Internal Information Security (The big dark blue circle in the middle): This 
is the natural first step in any kind of systematic work with information 
security. As we have seen many times before this work is related to a standard 
and is about finding information sources, classifying the information, policies, 
processes, guidelines and of course it will put a list of requirements to the IT-
Security solutions and systems. Organizations have been investing in ISO 
27001 or similar standards during the last years to improve information 
security.  
 

2. The own IT-Security perimeter (the small light blue circle around the dark 
blue). This is the security perimeter that IT-Security teams build using 
firewalls. IDS (Intrusion Detection Systems), authentication management 
solutions etc. Traditionally organizations invest a large amount of money in this 
kind of technology, but the truth is that despite of the investments on IT-Security 
solutions the number of incidents (data breaches, ransomware etc.) increases 
year by year.  

 
3. Supply Chain Security: This is represented in the picture by the small circles 

in pink and light blue around the central circle. Those are all the partners, 
suppliers, customers etc. that receives data/information from us; we would 
say that this is the first step in digital transformation; companies receiving 
digital information from us like cloud solutions, file sharing solutions, 
repository solutions of different kinds, customers, partners, suppliers etc. The 
reality is that in many cases those entities receive very sensitive data from us.  

a. Hopefully those entities have implemented an information security 
standard, or they work in a systematic way with it. They have done a 
risk assessment etc  

b. Hopefully they have implemented IT-Security systems and solutions 
to protect their data and systems.  

c. Traditionally organizations try to get control of this by sending 
questionaries containing information security and IT-security 
systems to partners, suppliers etc to have a view of their level of 
security. The reliability and accuracy of the answers is however not so 
easy to determine. For this reason, many times security clauses are 
included in contracts.  

d. In the same moment we share information with those entities their 
information security and IT-security become part of ours with a big 
difference: We do not really have any control over it.  
 

4. The Open Web (the circle with a lot of application like Google etc in the 
picture): This is the normal web that anyone can access with a search engine, 
like Google or Bing. It includes as well social media, blogs, open web forums, 
messenger tools etc where employees, companies, partners and customers can 
publish, exchange or share information related to the company.  

a. This is called Open Source and the methodology to exploit this kind of 
information is called OSINT: Open-Source Intelligence.  
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b. It is important to understand that hackers use OSINT to find 
information that will help them compromise your systems, employees, 
executives, digital or physical assets and perform different forms of 
attacks.  
 

5. The Deep and Dark Web (the last external circle in the picture): This is the 
parts of the internet that are not indexed by search engines and that has been 
unintentionally hidden (deep web) or intentionally hidden (dark web). In the 
deep web we can find open ftp servers, open databases etc. and in the dark 
web we find criminal activities in form of hacker forums, black markets etc.  

a. This is called Dark Source and the methodology to exploit this kind of 
information is called DARKINT: Dark-Source Intelligence.  

b. It is important to understand that hackers use DARKINT to find 
information that will help them compromise your systems, employees, 
executives, digital or physical assets and perform different forms of 
attacks.  

c. Hackers enrich open-source with dark-source intelligence to find 
vulnerabilities and increase the accuracy of their research and 
intelligence work to perform attacks.  

 

As we said before this picture shows the changes that digital transformation has 
performed in the security landscape. We could say the following: Digital 
Transformation has changed security by making the surface attack bigger and 
moving a big part of that surface outside the traditional security perimeter limited 
by IT-Security.   

In the next section we will show how this is used to perform attacks as a necessary 
step to introduce the concept of Digital Security and Protection, Digital Risk 
Management.  
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3.6 Cyber-attacks steps   
 

The best way to describe this is the following picture:  

 

 

  

Attacker looks for 
weaknesses he 

can exploit 

Research 
2 

Attacker may need to keep staging attacks 
until he desired information is obtained or the 
desired access to the network is achieved 

Stage Attack 

SQL Injection, vulnerability exploitation, session hijacking, etc. 

FIREWALL WEBSITE WEB SERVER 

Phishing email, spam with 
malware, phone call, dress 
like the night janitor, etc. 

INFRASTRUCTURE WEAKNESS 

SOCIAL ENGINEERING 

Figure 5. The steps of a cyber attack  
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A short explanation to the picture follows bellow:  

1. In the first step the hackers will do research using all possible sources as 
described in the previous chapter.  There is another way to see this: hackers 
will run a risk assessment from the outside-in to the organization trying to 
find all vulnerabilities they can exploit to perform attacks. They will look for 
those weaknesses across all the layers we show when we described the digital 
security landscape.  

2. In a second stage they will try to find the most suitable vulnerabilities to 
exposit.  

a. Something to keep in mind that the reason hackers do all this work is 
because there are able to monetize on it. They make money 
performing attacks 

b. As good criminals they try to find the fastest and best path to the 
money meaning that they will use the most comfortable 
vulnerabilities that are less complicated in effort and time for them.  

c. The majority of attacks today use some kind of social engineering, like 
phishing in different forms. So, it is not enough for companies to find 
technical vulnerabilities to feel safe. It is necessary to increase the 
research circle in the risk assessments to cover vulnerabilities outside 
the technical IT-security perimeter as said before.  

 

3.7 Examples from the real world 
  

In the report from MSB “Cybersäkerhet i Sverige – hot, metoder, briser och beroende.                                                           
” some examples are given. We have listed some below and included the report as a 
reference for the full text: 

1. Phising at Regeriugnskansliet, page 16 
2. Ransomeware “wannaCry “, page 17 
3. Camera tampering “Checkmarx”, page 19 
4. Cloudhopper, page 23 
5. Mirai, page 24 
6. Ukraina powercut, page 25 

In our workshops we have discussed other examples for example the ransomware 
incident at. Gunnebo. In the Gunnebo incident a large number of documents and 
drawings of security installations was exposed. At first workshop we also discussed 
the Addtech incident which is a ransomware attack with huge impact for the company. 
As a third examples discussed in the workshops, we used the attack on the water 
supply systems in Israel in July 2020. More information regarding these attacks can be 
found on the open internet. 

In a summary from KPMG some 54 % of the IT-leaders in the Swedish Industry said 
that they are expecting an increased number of cyber-attacks in their organizations. 
(KPMG global CIO undersökning 2020) 
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4 Digital risk and intelligence 
concepts 

Before we move forward, we will introduce concepts as digital risks and intelligence 
methodology that we have used in the project.  

4.1 Digital risk  
 

What is Digital Risk?  Digital risk refers to the new and often unexpected consequences 
of digital transformation, and it’s becoming a top concern for business and IT 
executives as they enter digital transformation projects and processes. We can simply 
define “digital risk” as the consequences of adopting new processes, business models 
etc. and adopting new technologies and IT solutions to support them. These 
consequences are new and unexpected. Managing digital risk means that you 
understand the implications of adopting certain technologies—in other words, 
adopting technologies in a way that lowers digital risk within your organizations. 

 

4.1.1 How to manage your digital risk  
How can you ensure that your organization best manages its digital risk? 

1.  Identify key assets and do an internal audit  

In order to correctly manage digital risk, you first need to identify the critical assets in 
your organization and think about all the ways they may be exposed or vulnerable to 
threats. Examples of critical assets are as follows: 

• Stakeholders and those people who influence your organization’s goals, such 
as customers and employees. 

• IT systems such as websites, databases, document repositories, file sharing 
services payment processing systems, and ERP applications. 

• Vendors, drawings, documents, physical addresses, PLC’s etc.  
That is to say, through the identification of these key assets, you’ll be able to identify 
their vulnerabilities and the nature of potential attacks.  

2.  Understand the potential threats to your organization 

To manage your digital risk, you first need to understand the threats that your 
organization is facing. 

4.1.2 How a threat behaves  
There are frameworks available (such as) that can help your organization understand 
how to set up defenses against real-world threats. Learning about how a threat 
behaves can help organizations better prepare for them. 

Furthermore, threats prioritize their attacks based on the shortest path or least effort 
needed. For example, hackers will try to use exposed login credentials to overtake 
accounts through impersonating the brand. 
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1.  Monitor for unwanted exposure  

To detect exposed assets, organizations should consider sources for any unwanted 
online exposure, such as the following: 

• Git repositories (a software used for tracking changes in files) 
• Misconfigured online file-sharing services 
• Paste sites 
• Social media 
• File-sharing sites 
• Criminal forums 
• Dark web pages 

 

2. Take action and protect against digital risk 

Identifying online exposure is important, but you also need to make sure that your 
organization has a mitigation strategy. We could talk about three approaches to 
mitigation—tactical, operational, and strategic. 

Tactical mitigations 

1. Reduce your attack surface: look at your organization as if you were the 
attacker. Identify those systems that are vulnerable and remove them so that 
there is less to attack. 

2. Set up networking blocking actions: Create policies that block the domain 
and IP using firewalls, existing proxy, or perimeter controls. 

 

Operational mitigations 

You should continually monitor digital risk by using operational mitigations. 

1. Implement a monitoring strategy: Begin with domain monitoring and add 
further monitoring over time. This will build confidence in the digital risk 
management strategy. 

2. Use incident risk monitoring: Identify risks to monitor for and create an 
incident ticket whenever a risk is identified. Investigate the risk and thus 
further understand your digital risk. 

 

Strategic mitigations 

1. Update risk and threat models: Ensure that security teams update threat 
models by taking into account critical digital assets, including those associated 
with third parties and supply chains. 

2. Measure, manage, and report digital risk: It’s suggested that you integrate 
digital risk management into general incident management processes. 
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4.1.3 Conclusion 
Managing your digital risk takes time, and it’s no easy task. Teams should first 
understand what digital risk is and the types of digital risks. Then they can implement 
strategies to manage them. 

 
 

5 Managing digital risk with 
intelligence cycle and 
process 

In the project we tried to manage digital risk using the Intelligence Cycle. In this 
chapter we try to introduce the Intelligence Cycle and Process that we will use later on 
in the project.  

5.1 Intelligence analysis in a cycle  
The intelligence cycle determines the daily activities of the Intelligence Community. It 
starts with the needs of the intelligence "consumers' who need intelligence for their 
activities. In our case we could say that our requirements are prevention and 
protection of critical assets.  

 

 

 

 
The Intelligence Cycle is a concept that describes the general intelligence process in 
both a civilian or military intelligence agency or in law enforcement. The cycle is 
typically represented as a closed path of activities.  

Figure 6. The intelligence cycle, https://www.e-education.psu.edu/sgam/node/15 

 

https://www.e-education.psu.edu/sgam/node/15
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Analysis is using information about the context of a situation, characterizing the known 
observables, and applying the appropriate statements of probability to anticipate 
future situations. Descriptions of the anticipated situations are developed from what 
may be inaccurate or deliberately deceptive information; therefore, the analyst must 
correlate the similarities among observations and develop a common "truth." A set of 
repeatable and useful problem-solving approaches is helpful and essential for analysts. 
Because of the nature of the intelligence problem and work, an analytic approach must 
be tolerant of deceptive information far more than the scientist performing an 
experiment. 

 

5.1.1 Intelligence process    
The term "intelligence process" refers to the steps of the cycle: 

1. Requirements. 
a. Identifying requirements means defining those questions to which 

intelligence is expected to make a contribution. Requirements also 
means specifying the collection of certain types of intelligence. The 
impulse is to say that all policy areas have intelligence requirements, 
which they do. However, since intelligence capabilities are limited, 
priorities must be set. 

2. Collection. 
a. Once requirements and priorities have been established, the 

intelligence is collected. Some requirements have specific types of 
collection; some may require several types of collection. Making these 
decisions is a key issue and the question of how much can or should 
be collected to meet each requirement. 

3. Processing and Exploitation. 
a. Collection produces information which must undergo processing and 

exploitation before it can be regarded as intelligence and given to 
analysts. Conversion includes translations, decryption, and 
interpretation. 

4. Analysis and Production. 
a. Analysis and production include the integration, evaluation, and 

analysis of all available data, and the preparation of intelligence 
products, including quickly developed single-source, event-oriented 
reports and longer term all-source and intelligence studies. All-source 
analysts complete a more thorough evaluation and assessment of the 
collected information by integrating the information from other 
classified and unclassified sources. 

5. Dissemination and Consumption 
a. The process of dissemination, or the process of moving intelligence 

from producers to consumers, is largely standardized, with 
consumption being assumed in the 5-step process.  

b. Feedback. 
i. A dialog between intelligence consumers and producers 

should occur before and continue after the intelligence has 
been received. The analyst should have some sense of how 
well their intelligence requirements are being met and 
address any adjustments that need to be made. Feedback 
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assesses the degree to which the finished intelligence 
addresses the needs of the intelligence consumer and will 
determine if further collection and analysis is required. 

 

6 The Project 
In this chapter we will present the different activities in the project and conclusions. 
The results of some of the activities as the digital surveillance with application of 
intelligence methodology and the methodology portal will be covered in separate 
annexes. 

6.1 Introduction  
In the chapters before we covered the “theoretical” part of the project to give a good 
background info to the reader to understand how and why we decided to do things in a 
certain way.  

I this chapter we aim to show how we apply some of the principles and ideas we 
covered before to construction projects.  

Observation: We decided to focus on construction projects for three main reasons:  

• How to apply information security standards and cyber security technologies for 
companies is already done by many different players on the market. The reality 
is that many of the construction companies already are certified within 
information security or in the process to become certified; the construction 
projects they manage remains to be the challenge for digitalization and security.  

• The reality is most of the projects are really big in budget, project members and 
number of subcontractors; we could say that a project is almost its own company 
with a high level of complexity as described before the challenge is to introduce 
those security methods within the projects.  

• Most of the “sensitive” information or data, such as drawings and documents, are 
used within the projects and the digitalization levels are very much focus on file 
sharing, project management sharing and Operational Technologies in the field.  

o Documents and drawings are handled within the projects  
 

For the above reasons the project decided from the very beginning to focus on the 
introduction of information and cyber security in the projects where the data is and 
the digitalization has become a part of the efficiency of work.  

It is important to be aware that the goal of this project was to make a study and 
recommend some steps to follow. So, the results of this project are an overview of what 
we think has to be done to introduce cyber security in construction projects in a 
smooth way.  

As in many other studies our start point tries to cover all projects which is impossible 
in a practical way so all conclusions might need to be adapted to specific projects 
depending on their budget size, number of subcontractors and project members as 
well as the level of confidentiality of the information handled by the project. 
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6.2 Background  
Following the other chapters, we will try to make a summary of some of the challenges 
that cyber security faces in construction projects once digital transformation advances 
towards a more efficient and collaborative way of working.  

Keeping in mind the simplicity of the security process we easily see that complexity 
within the projects is most probably one of the biggest challenges for cyber security.  

• This complexity makes risk assessments covering information security more 
difficult due to the many layers of players in the projects. In other words, the 
large number of contractors and subcontractors together with the large 
number of project members creates a big area of uncertainty. We could say 
that an accurate risk assessment will require to cover the risks of the 
unknown, meaning risks from third parties and players outside our security 
perimeter.  

• People involved in the project are far from being homogenous in relation to 
cyber security. The level of knowledge for information classification, cyber 
risks or even easy security actions will have a tremendous variation which 
implies a complexity for introducing a homogenous level of cyber awareness.  

• The supply chain will have too many different levels in a project which it will 
increase the complexity of security surveillance as information assets will be 
“outside” our security perimeter. This creates a false sense of security if we 
rely on the traditional methods and security KPI’s for IT Security within the 
own organization.  

 

We can easily summarize those three points saying that finding a “standard” 
methodology to introduce cyber security to construction projects could be the best away 
to manage the complexity in security we have presented. This methodology should be 
able to manage the challenges as well as become “universal” in the sense that it should be 
possible to apply it to all projects. The only wat to make a methodology universal is to use 
standards or making it a new standard.  

On the other hand, there is a concept in the construction projects that is of high value 
for security: Risk concept. Risk is used in most of the moments and key aspects for a 
construction project in order to plan, follow up and secure the works. This concept is 
used in the three main areas of the projects: Quality, Environment and Health & Safety 
(QEHS), which is called KMA in the Swedish construction industry.  

The concept of Risk is common for KMA but is the basic concept for the security 
process as well. The security process is based on risk meant as the possibility and 
impact of a malicious actor exploiting a vulnerability to compromise information or 
systems.  

The way of working with KMA in construction is very similar to the security process: 
Identifying vulnerabilities and risks and planning to remove, mitigate or a way to 
accept them.  

In other words, we could say that any methodology or standard that could be 
introduced into a construction project will be likely successful if it is based on the 
concept of risk as it has been done before in other areas; the key to introduce 



 
 

35 
 
 

CYBERSÄKERHET FÖR DIGITALA PROCESSER INOM SAMHÄLLSBYGGNADSSEKTORN 

standardized methodologies for cyber security in construction projects is to develop them 
around the concept of Risk and risk mitigation as it is common in the industry for other 
areas.  

The last aspect we would like to highlight in this background is the fact that 
construction market is very much affected of what is called Operation Technology 
(OT). OT are devices included in Internet of Things and that plays and important role 
in the digitalization of the different processes and works. As an example, we can 
mention excavators running a GPS based device that downloads digital copies of the 
drawings for excavation purposes. Those copies can contain quite sensitive 
information of critical infrastructure and are handled by devices that often not add 
security measurements or features. The reality in most of the cases is that the operator 
of the excavator does not have a high level of cyber awareness either. This is the last 
level of complexity we want to add to the cyber security in construction projects: a 
large number of OT devices in the hands of low-level cyber security trained personnel.  

Summary and Conclusion: the whole work within the project has been to find a 
reasonable way to introduce cyber security in construction projects using well-
known standards based on risk as the main concept. As part of those risks, we 
should include OT and personnel knowledge from the very beginning.  

 

6.3 Threat landscape  
We will come back to the picture we used before in this document to explain the new 
landscape that digital transformation introduces to the security process. In this section 
we will try to apply that picture to a project but without going into details. It is more 
important for our purposes to identify the areas where construction projects need to 
focus than the details that can be studied and developed in later projects.  

 

Looking at the whole picture we could see the project as the center view. Following the 
picture, we can identify the following: 
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1. In the center of the circle, we have the project. Within that area we can find: 
a. The inventory and classification of information assets and sources, 

including IT systems or services on premises or in the cloud.  
b. We should find as well IT-Security policies and guidelines that should 

be mandatory during the project as well as relevant process, 
documents etc.  

c. All documents that should apply from the company’s ISO 27001 or 
similar.  

2. Across the whole landscape we have the members of the project with different 
level of risk exposures, digital footprints, cyber awareness and roles to handle 
information.  

3. Around the circle we will have the contractor and subcontractors: Those will 
have as well different levels of risk exposure, digital footprints, cyber risk 
maturity level (standards, risk assessments etc) 

a. This means that each contractor and subcontractor will add risk 
exposure for the project and its assets.  

4. The digital footprint of all assets, employees, contractors, subcontractors, IT- 
and OT-devices, etc across the whole Internet spectrum: surface, deep and 
dark web. As we have seen before malicious actors will find a number of 
vulnerabilities related to company´s assets that might be used for attacks.  

 

We talked as well before of the central role that the risk concept plays in security. So, 
the challenge to introduce cyber security in the complex reality of construction project 
would be our ability to find as many vulnerabilities and risks as we are able to and 
manage them following the security process: remove, mitigate or accept. And to do so 
in a systematic way following the process along the whole project.  

We can easily recognize following areas to work with: 

- Define a methodology that works for the systematic work and that is based on 
two things: standards and project management for a construction project.  

- To secure that members of the project has the right knowledge about 
cybersecurity and to keep a high awareness as well as we consciously work 
with cyber and digital risks following the methodology mentioned above: 
systematic work 

- To make good risk assessments and evaluation of the busines and cyber risks 
of the contractors and subcontractors participating in the project 

- To be able to follow up and monitor the vulnerabilities and risks that might 
put the information security of the project at risk as well as continuously 
trying to find more. In other words, to monitor the digital footprint of all the 
relevant assets within the project.  

o Relevant Assets: Cloud applications, IT-Systems, OT, Document 
repositories, servers, databases, project members, physical assets etc.  

 

We will dig deeper into these questions in the next sections of this document. Please 
keep in mind that this project is about a preliminary study trying to set up the ground 
for future projects to develop real solutions and support systems/methodologies. 
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6.4 Methodology: Introducing Cyber Security in 
construction projects  

In this part of the project, we have studied how to combine the strengths of the 
construction market for the introduction of new areas as well as the available 
standards for information security. The goal of this study has been to find a good way 
to combine them aiming to introduce cyber security in construction projects in a 
smoothly way by using existent processes and ways of working.  

We have done some relevant assumptions to carry out the work in a generic way.  

• Companies, especially medium and big enterprises, has already introduce 
some information security standard or systematic way of working at the 
company level. But This is still not a reality in the projects the companies run.  

• Projects in construction can be seen as “own companies” within a company; 
They have an own “management team”, budget, suppliers, purchase 
organization, strategy etc. For that reason, we decided to focus on the projects.  
 

 
6.4.1 Addressing main Risks and threats in a complex 

environment 
 

The way to address information security risks in a complex environment does not 
differ from the traditional way of running this in any other environment; Working in a 
systematic way with risks is always the right approach to manage risk even in cyber 
security in construction projects. There are some key aspects we would like to 
emphasize: 

• A key aspect of this systematic way of working is to be secure the exchange of 
security risk information between the mother company and the project: 

o To make sure that company policies, risk assessment matrix, 
guidelines etc are introduced, and adapt if necessary, into the project 
and its contractors and subcontractors.  

 This process should be defined in project preparation for the 
purchase and execution phase securing the relevant roles 
within the organization such as CISO etc.  

o That a proper cyber security risk assessment is conduct and updated 
regularly in the project taking into consideration the risk that might 
be introduced by external contractors and subcontractors, new 
information sources, new technologies etc.  

 A clear risk process for cyber security should be 
implemented in the same way that risk management is 
implemented for work safety or environmental issues.  

 We should make sure that there is a clear process to report 
the new risk, risk treatment plan and KPI’s from the project 
back to the company.  

o Risks and risk management should be the heart of cyber security 
work in the project making this process risk-centric; continuous risk 
assessment and risk treatment plans.  
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We suggest adapting and implement traditional cyber security standards to a project. I 
the project we have defined a high-level view of this in the following picture where we 
try to implement ISO 27001 and LIS way of thinking to a construction project.  

 

 
 
 

This figure should be fully developed in later projects but for the time being we have 
defined the different phases at a high level. Those phases can easily be matched to 
standards such as ISO 27001 or LIS. We describe the different phases bellow:  

 

• Preparation phase: This phase aims to prepare all documentation and 
requirements to the purchase of a contractor and the follow up part.  

o It covers following steps: 
 Gathering legal requirements such as GDPR or NIS, external 

actors’ requirements etc. and defined which part of those 
requirements should be forward to the project and the level 
of responsibility of the contractor.  

 Inventory of information, information sources and systems 
that will be part of the project 

• The classification of the information following legal 
requirements and internal guidelines for IT tools, IT 
Security, devices etc. 

• The risks attached to this sources and systems that 
have been identified internally to pass them to the 
project with attached controllers and treatment plan.  

 Relevant documents to forward to the project such as 
policies, guidelines etc and if necessary, adaptation to the 
project. Those documents should differ a little bit depending 
on the standard chased by the company/organization for 
information security.  

 A Risk Assessment should be conducted taking following 
things into considerations: 

• See if known risks could be modified due to the 
project and if that is the case make a new evaluation 

Preparation 
Phase:

• Legal end External Requirements
• Information Inventory/Assets
• Information Classification
• Information Security Policy
• IT-Security Guidelines etc
• Risk Analysis and Treatment Plan

Cyber Security 
Requirements

Vendor due diligence
• Ekobrot Warning
• Cyber Security Risks
• Contractors Cyber Security 

Requirements

Execution 
Phase

• Risk Assessment
• Cyber Security Plan
• Cyber Awareness Plan & Follow 

Up
• Risk Analysis and Treatment Plan
• Digital Surveillance

Figure 7. A High-level view 
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• Include new risks that might be a consequence of the 
project such as risks related to new documentation, 
drawings, technology (hardware and software etc) 
and include them in the risk assessment for the 
project.  

• Document this new assessment to make it available 
for all phases of the project 

 Create a new Risk Treatment Plan taking into consideration 
wat have been said for the Risk assessment.  

 Requirements and decision for Cyber knowledge and Cyber 
awareness level and training should be defined.  

 A decision for Constructor’s (vendor) and subcontractor’s 
due diligence might be defined: financial-, cyber-, employee- 
and insider- and digital risks to be taken into consideration 
should be defined.   

• Level of due diligence for subcontractors.  
• Requirements on due diligence for the project  

o Resources that should participate in this phase: 
 Project Leader 
 CISO (chief Information Security Officer) and CSO (Chief 

Security Officer) of the company or resources representing 
them 

 Purchase Manager of the project 
 Other relevant people from the project such as key 

employees or technology experts to be decided by Project 
Leader, Purchase manager and CISO).  

o Output: The output of this phase should be ready for the purchase 
phase as cyber security requirements as follows bellow:  

 Cyber Security Requirements for the project 
 Cyber Security Documents for the project. Some of the 

important projects:  
• Risk Treatment plan or Cyber Security Plan 
• Guidelines, Policies etc 
• Requirements, including requirements 
• Authorization template to perform a Cyber Security 

Due Diligence following the documented 
specification for the project.  

• Cyber Security Requirements Phase: As part of the purchase project and 
before approving the contract a cyber security due diligence of the contractor 
should be conducted including the areas bellow. If for any reason some of the 
areas are not applicable the decision should be made before starting the 
purchase of the project.  

o Areas for Vendor Risk Assessment or Due Diligence:  
 Information Security Area: It is a “must” requirement that the 

company is certified in any of the standards or at least has a 
well documents systematic way of working with information 
security.  

• Depending on the level of security of the project this 
due diligence for information security can be done in 
different ways: 
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o Asking for the certification and some 
documentation 

o Performing an ISO 27001 external audit to 
make sure that the standard is actually 
followed.  

• This decision should be made during the preparation 
phase  

 Financial and financial crimes risks: Following the warnings 
list and other indicators from Ekobrottsmyndigheten and 
Skatteverket. We will recommend to use Intelligence 
Methodology or standard services for this.  

 Using Cyber Intelligence Methodology: 
• The Cyber Security Risk from the IT Shadow of the 

contractor: performed in two steps, a discovery 
phase and a vulnerability scan phase following 
standards.  

• The digital footprint and risk exposure level of the 
management team and Key employees of the 
contractor and if possible, of the employees involved 
in the project 

• Credential exposure risk level of the contractor 
• The digital footprint of the contractor presenting the 

risk level of its exposure.  
 The level of cyber risk or insider risk of employees of the 

vendor to find out the how cyber mature they are and how to 
improve their level of knowledge and awareness.  

o Output: The output should be a vulnerability and risk document that 
should be introduced into the project to follow up in order to manage 
the risks by removing, mitigating or just accepting.  

 Some of the aspect should be a proposal for cyber security 
and cyber awareness training within the project 

 A decision should be made on asking the contractor as a 
company to improve the cyber maturity level by managing 
the risks to approve it as a contractor.  

• The criteria to refuse a contractor based on cyber 
security should be defined within the preparation 
phase and documented in the cyber requirements for 
the purchase phase.  

• Execution Phase: This phase is run by the contractor responsible for the 
contract. Our suggestion is to use the same methodology that is already used 
in the construction market for project management; same methodology that is 
used to follow up quality, environment and work safety (KMA in Swedish). We 
suggest: 

o That there is a cyber security responsible at the project level. This 
role is the one creating and making sure that the project and its 
members follow the cyber security plan.  

o A cyber security plan is established to meet the cyber security 
requirements of the project. The cyber security plan should include: 

 Policies and guidelines 
 Legal requirements 
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 Surveillance requirements of information assets if required 
 Plan and processes to follow up subcontractors and run due 

diligences meeting requirements.  
 Cyber Training and Cyber awareness for all project members 
 Meetings to follow up in a monthly based 
 Incident management 
 Risk Assessment and Risk Matrix 
 Risk Treatment Plan and follow up 

o A cyber security training and follow up is established so all members 
have the right level of knowledge of awareness required for the 
project as required in the preparation phase via the requirements.  

o A recurrent monthly meeting plan including agenda, recurrent risk 
assessment etc.  

o Output: A Cyber Security Plan/Program, a meeting schedule and 
templates for follow up as well as a recurrent surveillance of the risks.  

 

Conclusion: We propose to introduce information and cyber security to construction 
project by the adaptation of information security standards to a project combined with 
the establish risk culture and project management tools existing in the construction 
market 

 

1. Introduce a responsible for Cyber Security that is at the same level that KMA 
responsible/s.  

2. Create a Cyber Security Plan and Program in the same way than KMA 
3. Apply a meeting schedule to follow up at project level 
4. Use the right tools for risk management, and to monitor risks and 

vulnerabilities 
5. Create cyber training and awareness for the project and follow up.  

 

We do believe that this methodology will be a natural way of working for the 
construction market as it is already used for other areas.  

 
 
6.4.2 The Cyber-Risk Management Portal 
 
We saw very early in the project that there is a need to centralize the risk management 
work and to secure the standard way of working with cyber risk. We decided to create 
a prototype showing a possible way to sole important requirements such as: 

 

1. To help the project to follow up the standard way of working using the portal 
for: 

a. Have a common repository of documents and requirements related to 
cyber security 

b. To create and easy step by step interactive guide to implement the 
methodology in any project.  
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2. To have a centralized tool to manage all cyber security risks regardless of their 
nature or source: employees, digital, technical, etc.  

a. For this reason, the tool’s most important dashboard will be a risk 
matrix helping the cyber security responsible of the project to 
prioritize the work based on the risk level and severity.  

b. Having the same tool for all project makes easier for companies to 
gather risks from projects and introduce in the general cyber risk 
management process of the company 

3. To centralize and follow up the cyber training and cyber awareness campaigns 
to make sure that all employees keep the right level of awareness and new 
project t members are easily up to speed.  

4. To automatically gather the risks that results of the digital surveillance of 
projects assets to be managed following the risk matrix 

 

Bellow follows some samples of the prototype that was developed during the project:  

 
 
 
 

As it can been seen in the picture the focus of the prototype is on the risk matrix as a 
tool to help the project and the organization to prioritize the cyber risk management 
work in an easy way.  

Having such a tool in the company will facilitate the gathering of cyber risks as well in 
the projects in a centralized way making easier the risk management process of the 
company as well as the prioritization of the risk work including the external partis 
involved in projects. This means that our suggestion is to use the same tool for the 
whole company to secure the quality of the risk management work.  

 

Figure 8. Prototype 

 



 
 

43 
 
 

CYBERSÄKERHET FÖR DIGITALA PROCESSER INOM SAMHÄLLSBYGGNADSSEKTORN 

The tool should be able to handle different profiles and roles. In the prototype we 
consider the followings: 

1. CISO or CSO of the company; Should be able to see the combined information 
of all projects in a combined risk matrix. In this way the CISO or CSO will be 
able to manage the total risk of the company taking into consideration the real 
risks existing in the projects. In other words, the tool should help to prioritize 
and manage the risk at the company level.  

a. Of course, this role should be able to see the treatments plans etc as a 
tool to combine efforts and avoid disputes in solutions or 
contradictions.  

2. The CPO (cyber project officer): This role should have access to the own 
project/s focusing on the risk matrix and have the rights to change, add etc 
information, risk, treatment plans etc relevant to the cyber risk management 
of the project.  

a. One CPO could handle several projects and will have the possibility to 
see all of them in the tool. 

b. A relevant question that we asked ourselves during the project is if 
this role should be able to see the combined information from 
different projects. We let next project handle this question as we did not 
have the time to handle it.  

3. The external CPO from the contractor side  
a. Another question is if this role, being from the contractor side, should 

be able to see all the information risks etc. associated to the project or 
only the issues that the Project CPO gives authority to see and handle. 
We let next project handle this question as we did not have the time to 
handle it 

 

Keeping in mind that this was a prototype we could manage a high-level view of 
requirements, functionalities and even user interface issues. We handle cyber 
awareness and training to the next chapter and even if it should be included in the 
portal, we do not handle it here.  

 

Conclusions: It is not so easy to make conclusions regarding the final solution for such 
a tool/portal but we can conclude some requirements that we see a must and let next 
project put take care of the rest:  

1. The tool should support different roles, both external and internal, with 
different views, permissions and accessibility to information 

2. The tool should be able to gather information from different projects, present 
it and even export it to be used in the company’s risk management tool 

3. The tool should be able to help CPO to step by step implement a cyber risk 
management plan in the project.  

4. A CPO role, Cyber Project Officer), should be implemented in the project for 
both sides in the same way that KMA is managed.  

5. The focus of the tool should be to introduce, manage and show risk within the 
project and the attaches treatment plan, risk by risk.  
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6. The portal should be the tool to apply different information security services 
such as tests, training etc.  

 
6.4.3 The supply chain security challenge: A word of 

subcontractors 
 
As we have explained before the construction market is based on the idea of a project 
run by a contractor that takes care of the needs of the project including sub-
contractors for different parts of the project. In many projects we can see that the 
contractor is a pure management function, including purchase, KMA etc which greatest 
ability is to purchase the right subcontractor to the right price in the right time.  

This means that the concept of subcontractors means a chain of subcontractors 
between the actual contractor and the company/s performing the actual works. Three 
and four level of subcontractors are quite normal in the projects.  

In terms of cybersecurity means that sensitive and important information might be 
shared with parties that are three and four levels away from the actual contract. As a 
matter of fact, many times the knowledge of those companies are very low as the 
relationship is very far away. Some of those subcontractors are even foreign 
companies with no real subsidiary in Sweden.  

The big challenge when it comes to managing cyber risk in such a supply chain is that 
the chains has too many levels and the contracts are in the hands of the contract. In the 
project we have defined some areas to work in the supply chain: 

1. As part of the cyber security requirements of the project we propose to 
include a requirement covering Supplier/Vendor due diligence including 
things like:  

a. ISO 27001 or similar compliance, in some cases, depending on the 
project, the vendor should show how they work with information 
security in a systematic way 

b. In cases where the information is very sensitive an external ISO 
27001 or similar audit can be required 

c. A vendor Due Diligence: An external Vulnerability Scan of the vendor 
including following parts:  

i. Financial Crime indicators following authority’s 
recommendation 

ii. Credential’s exposure of the company and specially pf the 
participants in the project and vulnerabilities associated 

iii. Risk exposure of company management team and key 
employees and vulnerabilities associated 

iv. IT-Shadow with technical external vulnerability scan 
v. Digital footprint of the vendor and vulnerabilities associated 

to it 
d. An external performed insider risk assessment measuring the level of 

cyber awareness and knowledge of the vendor.  
2. Following this external vulnerability scan and the audit of the ISO 27001 a 

jointly risk treatment plan to be shared with project CPO, including following: 
a. A risk matrix of risks that might have an impact in the project to be 

included in the portal presented before.  
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b. A decision of which risks and vulnerabilities should be monitored 
within the project 

c. A cyber awareness plan for project members from the vendor.  
 

Apart of this in the project we performed following activities:  

1. We defined an easy process to work with suppliers following the steps bellow: 
a. Suppliers/subcontractors inventory: A list of all suppliers and 

subcontractors 
b. Classification of vendors based on following criteria:  

i. The kind of information they handle 
ii. The role/power they have in the project 

iii. The strategic role they play 
iv. The impact of a security incident in the project 

c. Definition of the information assets 
i. The information assets each supplier handle 

d. Creation of a risk matrix for suppliers giving each supplier a risk value 
e. An external vulnerability scan of each supplier 

i. Risk matrix for each supplier 
f. Create a risk matrix for third party risk for the project combining the 

matrix of suppliers and the matrix of each supplier’s risk.  
2. We apply intelligence methodology to:  

a. We create a first threat model draft for a vendor due diligence using 
4iQ technologies and open and dark sources 

b. We did a trial7prototype of a vendor due diligence and monitoring of 
its risks.  

 

Conclusion: The whole idea of the project is to use intelligence to perform digital 
security within a project having a difficult and complicated supply chain as it is 
common in the construction industry. Using intelligence methodology to find and 
monitor the risk associated to the supply chain shoed to be a very good approach to 
cyber security. Why? 

1. The intelligence methodology gives an objective view from the outside 
without needing to rely on suppliers’ answers that might be subjective and 
influenced by the need of closing a deal.  

2. The intelligence methodology gives us a view of the inside using the outside 
following all laws and business ethics requirements.  

3. Intelligence is the way to keep control of the cyber security risks outside the 
traditional security perimeter where the suppliers and malicious actors are.  

 

In other words, the project showed that digital risk intelligence and cyber intelligence 
might be the best possible way available to manage cyber risk in a project within 
construction market. 
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6.4.4 Creating human firewalls with Cyber Awareness: The 
democratization of Cyber Security 

 

As it was mentioned before one of the biggest cyber security problems is the lack of 
knowledge and awareness among employees. This is the result of the information 
security development in the industry.  

• Companies are “fortified” meaning that during the last years companies have 
been invested in IT-Security solutions trying to protect the security perimeter.  

• Many companies have been working with information security, implementing 
ISO 27001 standard.  
 

Due to those two facts a lot of technical vulnerabilities have been addressed during the 
past time making much harder for hackers to get into networks and systems.  

As a result of this hackers are moving their focus to human vulnerabilities looking for 
the weakest link in the security process: the human factor. Another way to put this is to 
say that these days hackers are looking for insiders. What is an insider? 

• An insider is someone that intentionally or unintentionally helps a malicious 
actor to get inside your Security Perimeter  

• An insider might be someone lacking awareness or training that is tricked to 
open a door to the malicious actor outside by clicking a link, open a mail, 
downloading a program or connecting an USB.  
 

One important issue of the risk assessment is to be able to measure the employee 
cyber risk or insider risk. This risk will be based on: 

• The role of the employee in the project. The kind of information the employee 
has access to defined by the information classification addressing data 
confidentiality. 

• The level of knowledge and awareness that the employee has to be able to 
handle cyber-attacks based on social engineer of different types like phishing, 
spear phishing etc.  

• The well-being of the employee. As a matter of fact, this is a critical factor for 
some of the attacks like spear-phishing  

 

It is important to understand how those kinds of attacks exploiting human 
vulnerabilities work. The picture bellow describes a phishing attack process: 
 
 



 
 

47 
 
 

CYBERSÄKERHET FÖR DIGITALA PROCESSER INOM SAMHÄLLSBYGGNADSSEKTORN 

 
 

Following the picture, the attack can be described in the following steps:  

1. Research: Hackers will try to find exposed data of employees such as 
credentials or social media to prepare profiles that creates a sense of urgency 
in the phishing mails so employees take action.  

1. Risk Exposure of employees and company assets 
2. Penetration Tactics: Once the profiling and the research part is done the 

hacker will decide which penetration tactic is the best for the actual targeted 
case.:  

3. Security Gateway before mail server: Many companies have already some 
kinds of IT security in place to stop phishing attacks. But it is a well-known 
fact that despite of those It security tools phishing mails are still landing on 
employees mailboxes.  

4. Mailbox/Employees: There is two things to protect employees at the mailbox 
level:  

1. Mailbox Protection: Some tolls are available on the market for this, 
but our construction projects have employees from different 
companies making very hard to base the protection in tools that not 
all companies have in place.  

2. Employee risk: Awareness, knowledge and well-being: This is the 
easiest and most effective to address this matter in projects. But the 
clever way to do it is to apply the right training to the right person 
based on the role, the knowledge and the well-being. This is the best 
way to implement an effective cyber awareness program in the 
projects.  

 

We can easily say that this kind of social engineering attacks are one of the biggest 
threats to construction projects, including critical infrastructure projects, as it has been 
explained before. Social engineer should be treated in the same way of that any other 
security issue is treated: Focusing on a good risk assessment.  

The answer to this kind of threats as the ones in this chapter is to help employees to 
mitigate their risk exposure level in the digital world and to make them human 
firewalls to cyber-attacks increasing their level of knowledge and awareness.  

Figure 9. Phishing attack process 
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Conclusion: As mentioned before when it comes to risks and in the phishing example 
those kinds of attacks are based on the level of exposure of employees and companies 
and on the knowledge and awareness of the employees. Those two should be the key 
aspects of a modern cyber risk assessment in a digitalized world. 

• As we have discussed before the way to find out the exposure of a company 
assets and employees is using intelligence methodology to find human and 
technical vulnerabilities that can be exploited by hackers to perform attacks.  

• In the project we did not have the time to implement a prototype for insider 
threats and social engineer attacks, but we found a possible way of do it as 
described and even some players in the market to package a service that could 
be used on the projects as a cyber awareness academy for the construction 
market based on employee cyber risk at a personal level.  

 

Proposal: We propose to have this point as one of the key goals for the next project. 
The idea to increase the cyber security level and knowledge to the whole construction 
market should be one of the goals for a new project. The idea to make employees in 
construction into human firewalls for cyber-attacks is based on the approach of 
continuously training based on the actual level of knowledge.  

 
6.4.5 Digital Security: The key to security in complex 

digitalization environments 
 
As explained before the challenge for cyber security for construction projects is the 
level of complexity of those projects having so many players in the projects: suppliers, 
contractors, subcontractors, clients etc. and a lot number of people working managing 
different kind of information, having very different level of cyber knowledge or cyber 
awareness.  

In other words, to introduce some kind of cyber protection for such aa complex 
environment has to be done in a different way. As it has been explained we propose to 
work: 

1. Building security using the basic security process explained before 
2. Focus on the risk assessment. As it is almost impossible to get inside all 

companies involved in the project to measure their cyber security we 
proposed to apply the intelligence cycle to make those risk assessment.  

3. To include risk assessment for the employees working in the project as 
explained in the chapter above 

 

For this reason, we defined the process following the information security process 
used in ISO 27001:  

1. Inventory of project assets: Including employees, information assets, digital 
and physical assets, vendors etc.  

2. To apply policies and guidelines to the project from the very beginning 
3. Focus on the risk assessment in three key areas: 

a. Employee cyber risk: Explained before 
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b. Supply chain: Explained before 
c. Project: Applying the intelligence methodology to go from the outside 

in looking for project vulnerabilities that might be used by cyber 
criminals to perform attacks on the project.  

4. To create a treatment plan for the risks: 
a. Cyber awareness plan for the employees based on the results of the 

risk assessment and updated dynamically during the project 
b. Follow up risk meetings with the supply chain based on the findings 

of the risk assessment.  
c. Removing and mitigating the risks: Monitoring digital risks found in 

the risk assessment 
i. Digital surveillance of IT and OT assets as part of the process.  

As described before introducing a process in the project to follow up cyber security in 
recurrent meetings, updating risk assessments and implementing cyber awareness 
programs. 
 

  

Figure 10. Project work  
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The picture shows the whole work that has been done in the project with the different 
parts as explained before:  

• The cyber security process in the project 
• The creation for the assets of the project for digital protection purposes 
• The implementation of the intelligence methodology using the list of assets of 

the project to: 
o Make the risk assessment called Digital Risk Assessment creating a 

base line or digital footprint with the risks associated to it 
o The continuous surveillance of the digital footprint finding 

vulnerabilities and risks: digital surveillance (omvärldsbevakning or 
digital bevakning in Swedish) 

• The management of all the risks in a central portal to work with them and to 
pass them to the company risk process.  

 

A key element in this digital security approach is the implementation of the 
intelligence methodology as it is explained in the use cases of the project. The goal is 
always to continuously look for technical, business and human vulnerabilities that 
might put the information in the projects at risk. In this way projects can be monitored 
to precent security incidents at any level: supply chain, contractors, employees etc.  

In the project this has been done implemented different use cases that are presented in 
the next chapters. 

As it can be noticed in the picture we miss the part related to the employee cyber risk 
that has been explained in the chapter before.  

Conclusion: the application of the intelligence methodology is key to implement 
digital security in projects with a digital surveillance approach and a digital risk 
intelligence methodology to create treatment plans for projects covering as much as 
possible of the attack surface of the project.  

Proposal: In next project we recommend to design and create services that make easy 
for projects to introduce digital security. This has to be done creating a complete 
process methodology and technical service for a fast, easy and cheap implementation 
in projects. Our recommendation for future projects is to create this kind of services 
with a good user experience.  

 

7 Use cases  
7.1 About the project 
The era of digital transformation introduces new risks that needs to be managed or 
even discovered. The cyberspace offers invaluable information that is publicly 
available which can be used to create Open Source Intelligence (OSINT). Using OSINT 
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techniques and 4iQ’s intelligence product OSINT+ we do monitor the cyberspace for 
known threats both to the digital and to the real world. 

The main goal of the project was to create a cyber-observatory related to the Smart 
Built environment and the construction sector, enabling us to monitor, discover and 
alert about threats to the sector, the projects, the technology and the companies 
involved. 

This paper describes how we use a threat model applied to different use cases to 
monitor and minimize the risk profile of the assets under supervision, like devices, 
equipment, digital services, projects or companies. 

  
7.2 The construction sector  
Digitalization in the construction industry has been a growing trend for several years, 
but clearly now its speed is accelerating. Some players that were typically under 
digitalized now has the need and the pressure for change. 

Using Building Information Modeling (BIM) to increase operational efficiency, 
installing Building Automation and Control Systems (BACS), sharing of digital 
information between companies and sub-companies: all these introduces data and 
digital services to a sector that is usually not aware of the quantity of threats that exists 
on the cyber space. 

From data leaks to data breaches, from ransomware to kinetic-attacks, from identity-
theft to phishing, the list of bad actors in the cyber space is ever growing.  

Applying the intelligence cycle and our knowledge supported by a software product 
(OSINT+) we can minimize the risk profile and exposition that results from being part 
of the digital world. 

7.3 The threat model  
The intelligence cycle is about transforming data to information and then to 
intelligence.  

The first step is to classify and filter all the available data, and in the case of OSINT 
sources (news feeds, social media, blogs, search engines) the volume can easily reach 
the millions of documents. 

Once we have relevant information, we can start analyzing it to gather intelligence. 

The threat model is at the heart of the automation in both steps: 

- Filtering and classifying the data in a way that is useful for us (data to 
information). 

- Analyzing the information with the help of automatic processes (information 
to intelligence). 

OSINT+ is a product that follows the intelligence cycle. Big volumes of data will be 
categorized and classified to obtain information that will be used in the analysis phase 
and extract intelligence.  
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The threat model is the key to achieve a high level of automation and efficiency to go 
from data to our business needs: threat detection, digital surveillance, reputational 
analysis…. 

Ultimately, we want to reduce our risk profile in the cyber world. 

 

 

 

For this project we defined a threat model with three different axes: 

1. Threats to the information and operational technology used in the 
construction sector within the scope of Smart Built projects. 

2. Threats to construction projects. 
3. Threats to the construction sector in general. 

 

 

 

Some examples of threats covered by the model are: 

- Unauthorized access to information systems (IT security) 
- Unauthorized access to operational systems (OT security) 
- Reputational risks 
- Regulatory risks 
- Data leaks 
- Data breaches 

Figure 11. From data to intelligence   

Figure 8. Threat model axis for the project   
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The model also takes into account the monitoring of important processes and actors of 
the sector: 

- Procurements 
- Tenders 
- Biddings 

7.4 Use cases 
Being able to review the information from several angles gives the analyst a lot of 
flexibility when it is time to analyze big volumes of information. 

Threat detection and digital surveillance are two broad use cases that we will use to 
describe some of the sub-tasks and results that have been developed, some of them 
already working in fully automatic mode. 

We are collecting data related to threats and assets described in the threat model. At 
analysis time we also reuse the model to look at the information from the best 
perspective to the task at hand, may it be gathering knowledge or to activate 
operational processes (alerts). 

 

 

7.4.1 Use case: Digital surveillance  
Digital surveillance can serve completely different purposes and can be applied at 
different levels. 

In our case, our goal is to protect our assets doing the same thing as hackers doe in the 
first phase of their attacks, that is, the discovery phase. We have the advantage of 
knowing what we are searching for. 

Figure 12. Analyzing from different perspectives  
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We can apply this technique to massive sources of data (all over the country, several 
companies, hundreds of email domains) to have a good idea of the exposure of the 
whole sector, and then analyze further by organizing and classifying the data. 

Surveillance for specific assets (our digital services, our documents, our Personal 
Identifiable Information …) are usually configured to trigger alerts as soon as we find 
some exposure, minimizing our mean time to repair (MTTR) and our risk exposure. 
This example shows part of how we are monitoring the operational technology (OT).  

Operational technology includes all the devices that can be used to execute actions in 
the real world, like Humid, Ventilation and Air Conditioning (HVAC) systems or remote 
door locks. Once a malicious user has access to the network controlling these devices, 
gaining access to them is usually a matter of time (minutes to days). 

If those devices, or the system that controls them – usually a web service - are left 
exposed on the Internet the risk exposure is very high. 

 

 

 

The modeled assets contain brands, vendors, equipment names and even software 
versions. The modeled threats include several well-known security issues and 
vulnerabilities. The known vulnerabilities are an ever-growing list that we maintain as 
part of our threats monitoring case. 

The deployed model uses English, Swedish and Russian for threat detection as well as 
for document classification and analysis. 

 

 

Figure 13. Modeling assets  

Figure 14. Modeling threats in english and swedish 
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With the model deployed we can start gathering public data from several different 
sources like Github, Shodan.io, Flashback forum, Bing, Google, Yahoo, Pastebin, Twitter, 
Yandex, … 

We have hundreds of tasks gathering data continuously from those sources. We use all 
the sources capabilities to extract as much relevant information as possible. Most of 
the time the model will help us to configure what kind of data we want back from each 
source. 

 

 

With all the data being automatically downloaded, analyzed and categorized, we can 
start to set-up continuous filters that will further refine the information and help the 
intelligence analyst in the analysis and production phase. OSINT+ uses “trackings” for 
this purpose. 

 
 

 

7.4.1.1 Example: Tracking Common Vulnerabilities and Exposures 
 
This is a straight-forward example where we are using the product crawling 
capabilities to get all CVEs related to the technologies of interest defined in our model 
(Tridium, BacNet, DeltaControls, WebCTRL,…). 

On the first execution, we retrieved all the current known vulnerabilities. Those should 
be already known or assessed. From this first execution, on a daily basis we are 
retrieving any new discovered and published vulnerability related to our products of 
interest. In case we get a new one, an alert will be raised and sent via email to the 
analyst. The analyst will then review the new CVE report and take further actions if 
necessary. 

Figure 15. Automatic data gathering process 



 
 

56 
 
 

CYBERSÄKERHET FÖR DIGITALA PROCESSER INOM SAMHÄLLSBYGGNADSSEKTORN 

  
 

Other examples of assets under continuous monitoring are: 

- Exposed source code that is clearly marked as non-public. 
- Leaked documents from our projects or companies. 
- Breached documents or information from our projects or companies. 
- Digital services exposing BAS control interfaces on Internet and located within 

Sweden. 
- Data revealing locations, persons or other assets under our surveillance and 

within a context of risk, because of the semantics used or because they are 
found in places like darknets. 

- ID06 card resources. 

Digital surveillance is not applied only to protect digital assets, but also for real world 
assets like people or specific locations (buildings, facilities, events). 

 

7.4.2 Use case: Threats detection  
This case covers both threat monitoring and threat detection. For the threats already 
defined in our threat model we will be monitoring and alerting in case of positive 
matches. All the data collected from the different channels – or sources – is related to 

Figure 16. Common vulnerabilities and exposures example 
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our model, so it seems logical to analyze it using statistical methods and to prioritize 
the information that is automatically classified as dangerous by the model, because of 
semantic analysis and/or data origin (privileged sources or dark nets). 

We started defining the threats we want to monitor and the assets we want to protect 
against them. 

 

 

We created a model based on three axes: technology, projects and sector.  

Some examples of threats: 

- Phishing campaigns affecting our companies. 
- Malware capable of infecting our customers through document sharing 

services. 
- Reputation attacks to the companies or their executives. 
- Campaigns clearly aimed to cause harm. 

 

 

 

Figure 17. Modeling digital threats 
 

Figure 18. Modeling assets 
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We gather, process and classify data continuously from social media – twitter-, 
different search engines – Google, Yandex, Bing --, newspapers (RSS) and specialized 
web sites like shodan.io or zone-h. We also grab data from Swedish-centric sources like 
the flashback forum. 

The assets and the threats are defined in English, Swedish and Russian to achieve a 
better coverage. 

We set priorities in our filters – called trackings in OSINT+ - and for this use case we 
set 3 different priorities: 

- P0 – priority zero means that an alert will be raised and immediate action 
should be taken. Sometimes this information goes directly to the operation 
centers, without the intel analyst intervention. 

- P1 – priority one is all that information that the intel analyst should review 
first. In case of true positive, probably some actions should be taken, like 
informing operation centers, or affected people. 

- P2 – priority two is for information that usually is reviewed using statistical 
methods. We are more interested in metrics about the data than in the data 
itself.  

Some examples of trackings are: 

- Mentions to projects or companies within a risk context (English, Swedish, 
Russian) 

- Threats to Smart Cities related to Sweden. 
- Data leakages with precise non-public information of our projects. 
- Sector awareness 

o Cybersecurity 
o Important hacks/breaches in Sweden 
o Smart Built environment trends  

- ID06 cards surveillance. 
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Those trackings that are not used for immediate alerts helps the analyst to understand 
the current situation and trends. Usually they add value by enriching the model with 
their information, for example discovering actors or threats that starts appearing in 
the scene. 

7.5 Results of use cases  
The system has been working for several months and these are some of the findings 
from the perspective of the technology, the projects and the sector. 

7.5.1 Smart Built Technology  
Relevant activity happens in the IT/OT environment almost daily. 

 Zero-day exploits. 

 Exposed code “internal use only” related to BAS/HVAC control 
systems. 

 Several exposed services within Sweden (BAS systems). 

 CVEs of equipment used in Smart Built projects. 

In short, this is a very active ecosystem that needs to be managed. Some of the 
configured filters (trackings) are good candidates for immediate alerts.  

Every affected company should keep a list of what hardware/software they are using 
and stay informed anytime a new vulnerability affects their assets. This is especially 
important for sectors where there is a high level of sub contraction. Most of the time 
installation of devices, services and networks is carried out by a different company of 

Figure 19. News about the Gunnebo breach 
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that making the operations. The weakest – in terms of cyber security - part of the 
supply chain will be the easiest entry point for attackers. 

 

 

 

 

 

Figure 20. News about the Gunnebo breach 
 

Figure 21. BAS related exposed services in Sweden (shodan.io) 
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7.5.2 Smart Built Projects 
Most of the trackings were used for statistical analysis. Reviewing the most mentioned 
security topics we decided to add to the model other technologies that comes together 
with construction projects like surveillance systems (cameras) and access control 
systems (ALPRs - automatic plate readers, identity card readers/ID06) . 

 News related to the projects under monitoring. 

 Malicious software (ransomware, worms) in constructions projects. 

 Links to information about Smart Mobility, Smart Cities, IoT, … trends 
and threats. 

We extract knowledge and some ideas about new topics of interest to add into the 
model. Adding specific projects and assets would add a new dimension to the 
outcomes from this monitoring category. 

We detected and increased interest in Russian forums about hacking and using 
surveillance cameras for different purposes, including data infiltration and exfiltration. 
From this finding we may be interested in starting to identify open/accessible 
webcams from the Internet and within our IP ranges, our facilities, or showing digital 
signatures that allows us to recognize them as being ours. 

 

 

About ID06 cards, we were not able to identify any case of black markets or fraudulent 
activity. This does not mean there is no such activity, we may be listening to the wrong 
channels or our model is ineffective. In this case, talking to the correct Security Officer 
or person who knows if there are such cases and how they are executed helps boosting 
the detection capabilities. 

 

Figure 22. New threats: remote control and data exfiltration using cameras 
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7.5.3 Smart Built Sector  
Navigating the statistical information from the gathered data we were staying 
informed about: 

 Relevant publications 

 Trends 

 Main actors in social networks 

Important news affecting the sector does have impact on social media, enabling the 
analyst to compare trends and hot topics in both professional and social channels of 
information. 

With comparative analysis and the product filtering capabilities we were also looking 
for highly biased information and their origins. 

 

 

 

 

Figure 23. Analyzing active profiles and topics 
 
 

Figure 24. Reviewing data of interest 
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Together with some expected topics like Digital Transformation, SmartCities or IoT we 
see how other topics of interest appears and moves up and down in the top list, for 
example: 

 IIoT - Industrial Internet of Things 
 Industry40  
 MachineLearning / ML  
 AI / ArtificialIntelligence 
 5G 
 AR/VR - Augmented and Virtual Reality 
 DeepLearning 
 BigData 

All this topics forms part of the Smart Built Environment, introducing new features and 
also new challenges, and our model should evolve to include our interests – 
security/awareness – on them. 

 

 

8 Conclusion 
We have written several conclusions along this document. In this chapter we would 
like to summarize them in four points covering everything that has been shown during 
the project.  

The main conclusion is: Cyber Safety is the methodology and tools to introduce cyber 
security in the projects by adapting standards to the different project phases and needs 
using current construction project management processes and tools in place to follow 
up.  

Figure 25. Analyzing main trends and topics 
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The picture bellow summarizes the four steps building this conclusion:  

 

 
 

The introduction of cyber safety in the same way that man introduced before KMA in 
the construction industry requires the following:  

1. Central requirements 
Introduce it in the cyber security requirements at early stages in the purchase 
process: this means making Cyber Security responsible be part of the 
requirement process for purchasing, gathering policies, technical guidelines, 
legal and technical requirements etc.  
 

2. Implementation 
Based the whole cyber security work on risk workshops as the rest of the KMA 
work is done in construction projects. The idea is to use the same language 
and methodology that already is in use in project models today. 

a. Make an adaptation of ISO 27001 for the project including the most 
natural steps in the standard: Inventory, policies, risk assessment, 
risk treatment plan and follow up  

b. Used a central tool to address the cyber risk: the ones already defined 
in the purchase process and the new ones appearing during the life of 
the project.  
 

3. Knowledge and competence building 
Make sure that all employees from all companies working in the project, for 
the whole time of the project or just for short period of times, go through a 

Cyber Safety Requirements

Risk Management is key
Adapting the Standard
Portal Prototype to guide 
and follow up 

Introduce Cyber Safety Training in Projects

Complexity is solved using 
Digital Risk Surveillance

Using Big Data and AI
Intelligence Methodology
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cyber security awareness training covering general aspects of cyber security 
and concrete aspects of the actual project.  

a. If possible, the training should be adapted to the needs of each 
individual defined during the risk process as described before in the 
document.  

b. The awareness training should be dynamic and follow the user along 
the project with different sessions during the project.  

c. Include some KPI’s to follow up the progress and impact of the 
training.  
 

4. Digital Risk Intelligence methodology 
Implementing Digital Risk Intelligence methodology, a methodology to 
manage cyber risk that arise from the higher level of digital exposure of 
organization assets du to digital transformation, to protect the projects.  
Introducing Intelligence Methodology is the best way we see to handle cyber 
security in such a complex environment as construction projects with so many 
variables in time, people and companies. In this way Digital Surveillance of 
projects digital and physical assets can be used to protect and prevent security 
breaches and to discover incidents as soon as possible.  

a. The methodology helps as well to evaluate the risk exposure that 
subcontractors and suppliers will bring to the project as part of the 
cyber security risk process.  

 

Those steps have been evaluated and implemented at the level of prototype in the 
project with good results showing the value they will bring to introduce cyber security 
in construction projects stretching the company cyber security risk process to the 
projects. 

 

9 Recommendation for new 
projects  

The project has shown some very clear conclusions that can be summarized as 
followed: 

• Digital Transformation in construction opens the door to the need of open 
digital collaboration within construction projects.  

o Projects are the weakest link as we speak. Construction companies 
have developed information security by the implementation of 
standards and IT-Security processes and technologies but the 
implementation in projects with many third parties involved is still an 
open question.  

o At the same time is in the projects where the need of digital 
transformation is more crucial when it comes to data sharing.  

o There is a need of secure collaboration zones between project 
members.  
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o Our first recommendation for new projects will be to focus on the 
development of “Secure collaboration projects” adding encryption 
as the base of data sharing for collaboration.  
 

• The weakest link in the projects is the human factor and more in the case of 
third parties that are outside our IT Security perimeter and control.  

o As always, security should be based on risk assessment. Even when 
the risk assessment is more difficult such as in those complex 
projects.  

o Our Second Recommendation: To fully develop the concept of 
Cyber Safety for construction projects by an own methodology as it 
is done for KMA and based on the well-known concept of risk  
 

• The biggest cyber risk is based on social engineering attacks including 
phishing. The best way to “fight” against social engineer is to manage their 
cause and the weakest link: 

o The cause is the exposure of projects assets such as information 
sources, critical information, project members etc. Intelligence 
methodology is a good way to find out the level of exposure.  

o The weakest link is the humans so a cyber awareness program 
adapted to the needs of project member will be a good step to secure 
the project.   

o Our third recommendation is to create a cyber academy focusing 
on the construction market which should increase the awareness 
and knowledge level of the construction sector and can at the same 
time help projects to continuously work with cyber security issues 
adapted to the needs of the project and its members. 
 

• Cyber Security has always the need to follow up risks. For that reason, projects 
should have a way to: 

o Document and organize risks within the project including technical 
and social engineering risks 

o Share the risks in the project and to “export” them to the company so 
they are part of the “central” risk process.  

o Our fourth recommendation is to fully develop a portal to 
identified, manage, follow up and report the risks and that 
includes the methodology to implement cyber risk management 
in products using Intelligent methodology.  

 

In other words, our recommendation is to fully develop the conclusions of the project 
to a final methodology that can be standard for the construction market, a portal to 
guide, advise and help in the implementation for the methodology and that can be a 
cyber risk management tool and a cyber security academy that increase the level of 
knowledge in the sector and that can be used within the projects to manage social 
engineering attacks.  

We think that is important to include the private and public sector and university so 
methodology can be a first standard in the way of working.  
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